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Application filter for VIP policy has been enabled; the denied applications are below.
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Security policies have been created for Campus access and enabled web filtering
and application filter for the same.
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Web filtering for Campus policy has been enabled; the denied categories are below.
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Application filter for campus policy has been enabled; the denied applications are below.
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Network distributions details as below

We have assigned several subnets to each block and created VLANS for each block.

VLAN ID Name | Status Voice Jumbo
+
1 SERVER | Port-based No No
4 ADMIN | Port-based No No
5 CS-IS | Port-based No No
6 MECH | Port-based No No
7 MBA | Port-based No No
8 EC | Port-based No No
15  HKG-NR | Port-based No No
16 ANA-Block | Port-based No Neo

We have created ACLs for Each VLAN and allowed specific ports. ip access-
list extended "ADMIN."
10 permit udp 192.168.1.0 0.0.0.255 0.0.0.0 255.255.255.255 eq 53

15 permit udp 192.168.1.0 0.0.0.255 0.0.0.0 255.255.255.255 eq 67
20 permit udp 192.168.1.0 0.0.0.255 0.0.0.0 255.255.255.255 eq 68

25 permit tep 192.168.1.0 0.0.0.255 0.0.0.0 255.255.255.255 eq 80

30 permit tep 192.168.1.0 0.0.0.255 0.0.0.0 255.255.255.255 eq 84
40 permit tcp 192.168.1.0 0.0.0.255 0.0.0.0 255.255.255.255 eq 443

41 permit tep 192.168.1.0 0.0.0.255 0.0.0.0 255.255.255.255 range 2048 2300
42 permit tep 192.168.1.0 0.0.0.255 0.0.0.0 255.255.255.255 range 8080 8083
43 permit tep 192.168.1.0 0.0.0.255 0.0.0.0 255.255.255.255 eq 8280

44 permit udp 192.168.1.0 0.0.0.255 0.0.0.0 255.255.255.255 eq 1007
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